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TOM TAT

Trong thoi dai ky thuat sb hién nay, viéc st dung nhan dién khuén mat da tr¢ nén
phd bién hon bao gid hét trong nhiéu linh vuc khoa hoc cong nghé. Dicu niy di lam
giam bot nhicu van dé lién quan va hiéu qua hon vé nhan dang ngudi. Tuy nhién, van
con mot s6 16 hong lién quan dén van dé vé an ninh thong tin, bao mat trong hé thong
nhéan dién khuén mat. Bai bao nay dé xuit phuong phap chéng gid mao khudn mat va
phat hién sy séng dua trén viéc phat trién mé hinh CNN (Mang no-ron tich chap) sir
dung tap dit liéu CelebA Spoof. Két qua thuc nghiém ctia mé hinh dé xuét dat do chinh
xac trung binh 12 87%. Diéu nay co thé gop phan vao viéc cai thién hiéu suit cuia cong
ngh¢ nhan dang khuén mat.

Twr khoa: Hoc sau, Nhan dién khudén mat gia mao, Phat hién sy séng khudn mat,
Mang no-ron tich chép

ABSTRACT

In the current modern digital era, facial recognition is used more commonly than
ever in numerous sectors of technology and science. Compared to other biometric
identification techniques such as fingerprints, iris scans, etc., facial recognition systems
have reduced many related issues and are more effective for human identification.
However, some gaps related to information security and confidentiality in the human
face recognition system still exist. This paper proposes an anti-forgery and liveness
detection method based on the development of the CNN (Convolutional Neural Network)
model using the CelebA Spoof dataset. The experimental results of the proposed model
achieve an average accuracy of 87%. This can contribute to improving the performance
of facial recognition technology.

Keywords: deep learning, face spoofing, liveness detection, convolution neural
network

1. MO PAU thé so véi cac cong nghé sinh tric hoc khac
1.1. Gi6i thi¢u bai toan nhu mong mét va ddu van tay vi n6 rat thuan
Hé¢ thong nhan dang khuon mat c6 loi  tién, khong tiép xuc va khong xam 14n[1].
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Mot hé théng nhan dang khuén mat thong
thudong khong cé cac bién phap chong gia
mao, no rat d& bi 16i néu o nd luc tAn cong
gid mao vao hé thong. Truong hop con toi
t€ hon vdi cac hé théng nhéan dang khuon
mat, vi anh/video ctua nguoi dung da dang
ky co thé d& dang lay dugc qua internet,
mang x3 hoi hodc chi can chyp khudn mat
ctia ho bang may anh, ngay ca khi khong
¢6 sy dong y. Picu nay dan dén mot trong

__________________________________
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nhirng van dé thach thirc: cho mot Hinh anh
hodc Video, va Mat na 3D dugc chuyp tur
may anh, chira cac khuén mat nguoi. Vay
lam cach nao dé trich xudt cac dic trung
dé co thé phan biét duoc khuén mat that
va khuén mat gia mao mét cach hi¢u qua?
Hinh 1. Trong bai b4o nay, chiing t6i giai
quyét van dé nay va dé xuat viéc st dung
c4c mang no-ron sau dé thuc hién viéc phat
hién khuon mit va chdng gia mao.

_________________________________

Gia mao 2D

Tén céng khudn mat
bang cac doan video
phat lai

[ |
L Anh khuén mat Anh khuén mat
Anhin trén man hinh bi méo mé, bi€n dang

__________________________________

Tén céng khuén mat
bang mat na 3D

Tén céng khudn mat
béang cach héa trang

_________________________________

Hinh 1. Cdc kiéu gia mao khuén mat. [2]

Cach tiép can duoc thuc hién béng
cach sir dung bd dit li€u c6 tén 1a bo dir licu
chéng gia mao CelebA. Pay 1a bo dir liu
méi duge xudt ban vao nam 2020. N6 bao
gdm 625.537 bic anh vé 10.177 chu dé. Vi
vay, N6 du 16n dé tap luyén va co két qua
rat tot. Thir nghiém cua chung t6i dugc thuc
hién béng cach st dung CNN tuan tu bao
gd6m nhiéu giai doan. Dau tién 1a phan tién
xtr 1y chiu trach nhiém vé phan trich xuat
tinh nang. Sau do, viéc tang cuong s€ dugc
thuc hién. Sau d6, dir liéu s€ duoc chuyén
dén cac 16p Mang no-ron tich chap dé huin
luyén. Sau d6, mo hinh s& ¢ thé phan loai
xem hinh anh 13 truc tiép hay anh gia mao.
Xac thuc chéo (CV) ciing dugc sir dung dé
kiém tra kha nang du doan dir liéu méi ca
mo hinh ddi voi dit liéu mdi ma khong dugc
st dung dé udc tinh dit liéu d6, nham danh
dau cac van dé co thé xay ra trong mé hinh
nhu qua khép hodc sai 1éch lya chon.

1.2. Nhirng nghién ctru lién quan

Sengur et al.[3], trinh bay cach tiép can
mang no ron tich chap (CNN) dé phat hién
su séng dong ctia khuén mat va n6 da duoc
ap dung trén bo di ligu NUAA duoc chia
thanh 5761 anh dé thir nghiém va 3491 anh
dé huan luyén, mé hinh nay dat d6 chinh
xac 83,38%. Akbulut et al.[4] dugc trinh
bay nhu trong hinh 3 bén dudi, trién khai
CNN cling trén tap dir liéu NUAA nhung
ho da chia tip dit liéu thanh 5761 anh dé
thir nghiém va 1748 anh dé huan luyén va
mo hinh da dat duoc mdt do chinh xac la
84,04% nhung khi ho sir dung cac trudng
tiép nhan cuc bd (LRF)-ELM, ho dat duoc
dd chinh xac 1a 76,31% trén cung mdt bo
dir liéu. Komulainen va Pietikanen. [5] da
st dung cung mot bo dir licu NUAA va
chia thanh 3362 mau thir nghiém va 5761
mau dao tao nhung md hinh nay st dung
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mau nhi phan cuc bo (LBP) dya trén phan
tich két cdu vi mo va diéu nay phuy thudc
vao mot sd tinh nang nhu tinh nang va biéu
d6 séng con Gabor cua Gradient. Biéu dién
nay gitup ho dé dang sir dung cac bo phan
loai may vecto hd tro tuyén tinh (SVM)
tré nén dé dang ddi vai ho, két qua cua h¢
thng dugc dé xuat duoc tinh bang cach st
dung ty 18 156i bang nhau (EER) va dudng
cong (AUC). Vi vay, két qua cho céc cong
viéc cua ho di co su cai thién vé EER tur
2,8% lén 1,1% va AUC tur 0,995 1én 0,999.
Wen et al.[6] di d& xuidt mot thudt toan
hé thdng hiéu qua dua trén phan tich bién
dang hinh anh, hé théng trich xudt bdn
tinh ndng quan trong tur vecto dic trung
IDA 1a d6 mo, khoanh khic mau, phan xa
guong va da dang mau sic, bo dit liéu ho
st dung 1a bd dir li¢u tdn cong phat lai bao
gdm trong s 1.300 ban ghi video vé ca nd
luc truy cap thuc va tan cong cua 50 ddi
tuong khac nhau, mo hinh nay dat dugc
dd chinh x4c 1a (TPR trung binh=90,5% &
FAR=0,01). Liu et al.[7] da str dung cung
bo dir liéu Replay-attack nhung ho st dung
thuat toan Mang cay sau (DTN), vi n6 cho
két qua chinh xac tong thé 1a 95,5%. Bo
dir liéu Replay-attack dugc su dung boi Ito
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et al.[8] khi ho s dung thudt toan CNN
dé trich xuat cac dic trung tir hinh anh va
phan loai chuing thanh thét va gia bing May
vecto ho tro (SVM), md hinh chay trén bo
dir lidu Replay-attack bao gdm mét tip hop
céc chudi video duoc Iy tir 50 ddi twong
ctia ca kich ban thyuc va gia. Do d6, ty 1& 15i
(EER) khi sir dung cac phuong phédp nay
lan luot 12 2,3% va 0,75&. Pinto et al.[9]
da trinh bay mot cach tiép can méi dugc
str dung bang cach sir dung mot ky thuat
tan dung cac dau hiéu nhidu dugc tao boi
video dugc thu lai. Phuong phap nay cling
sit dung phd Fourier, sau d6 1a tinh toan
nhip diéu thi giac thu duge nhiéu duge tao
ra tur cac video da ghi. Tap dur liéu dugc
su dung trong bai bao nay la Print Attack
Database. N6 bao gom 200 video cta 50
ngudi dung khic nhau va 200 video vé cac
cudc tdn cong gia mao.

1.3. Phuwong phap dé xuit

Mb hinh dugc dé xuét st dung kién
trac hoc sdu tuan ty, trong d6 cac 16p tich
chap va tong hop duoc xép chong 1én nhau
tir dau vao dén dau ra. Hé théng dé xuét
g6m 2 giai doan 12 dao tao va kiém thir. Chi
tiét hé théng duoc biéu dién trong hinh 2.

Dit li¢u huin luyén
Training dataset

Tién xt ly

" | Tang cuomg dirtigu | T |

Rt trich diém dic trung

Giai doan phén loai

—

R (e]@] Dense 00 —

!

Drop out

(@] Sigmoid (@]

Dir ligu kiém thir
Testing dataset

Tiénxuly ——

Ruiit trich diém dic trung
~| Khuin mit gid mao

Két qua dy dodn

Khudn mit that

Hinh 2. Kién tric hé théng dugc dé xudt

1.3.1 Giai doan dao tao
a. Tién xir ly: Trong giai doan nay
chung t6i ticn hanh tang cuong dir li¢u
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bang cac bién phap nhu 14t anh, xoay anh.
Diéu nay lam dit li¢u s€ tré nén nhiéu hon
va tang cuong d¢ chinh xac khi dao tao.
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b. Rut trich dac trung va dao tao: Dya
vao dir liéu di duoc tién xu ly, ching toi
tién hanh rat trich ddc trung cua cac khudn
mat that va gid va dua qua moé hinh hoc sau
dé thuc hién dao tao.

1.3.2 Giai dogn kiém thir

Trong giai doan nay, ching t6i thuc hi¢n
du doan va phat hién khudn mat gia mao st
dung tap dit liéu kiém thir dya trén mo hinh
dao tao & giai doan 1. Hinh anh dau vao duoc
trich xuét tir camera sau do thuc hién viéc
phat hién khuon mat va tién hanh dwa qua
mo hinh dao tao dé dua ra két qua dy doan.

2. KET QUA NGHIEN CUU

2.1. Méi truong cai dat

Céc tht nghiém dugc thuc hién trén
may dugc trang bi Intel Core 17-4790 @
3.6GHZ,bo nhd 16GB vathé¢ GPUNVIDIA
GTX1060. May chay trén Windows 11.

2.2. Tap dir liéu thwe nghiém va kich
ban ap dung

CelebA-Spoof chira 625.537 anh cua
10.177 d6i tuong, 16n hon bat ky bo dix
liéu hién c6 nao lién quan dén linh vyc nay.
Hinh anh gid mao dugc ldy tir 8 bdi canh

ISSN 261 5-9945

v6i hon 10 cam bién. CelebA-Spoof chira
10 chu thich loai gia mao, cling nhu 40 chu
thich thudc tinh dwoc ké thira tir tap dit liéu
CelebA gbc [10]

2.3. Két qua dat duoc sau khi huén luyén
2.3.1. Két qud dao tao

Bang 1 cho thdy accracy, precision,
recall va F1- score ctia qua trinh dao tao,
kiém thir va gid tri cross-validation. Két
qua cho thiy do chinh xé4c 1 87% trong
qué trinh thtr nghiém, 96,9% trong qua
trinh dao tao va 94,7% trong qué trinh
xdc thyc chéo. Sy khéac biét gitta do
chinh xac kiém tra va dao tao 1a khéng
16n. Tuy nhién, cac thuée do khic (chang
han nhu d6 chinh xac, thu hdi va thude
do F1) trong thtr nghi¢m cao hon so vdi
xac thuc chéo. Ly do 1a xac thuc chéo
kiém tra hé théng trén mot phﬁn dir liéu
duoc nhin thay trude d6. Cac gia tri thap
clia d6 chinh xéc, thu héi va thude do F1
cho théy bo phan loai can nhiéu dir liéu
hon dé dugce dao tao tot trong qua trinh
xac thuc chéo. Hon nira, xac thuc chéo
holdout nhim muc dich st dung thay vi
x4c thue chéo 5 1an.

Bidng 1. Két qua thue nghiém cdc phwong phap

Do luong
Model Type D6 chinh xdc | Du doan | Thu hdi | Thude do F
(Accuracy) | (Precision) | (Recall) | (F measure)
Mang neural tich chap Dao tao 96.9% 96.9% | 96.4% | 88.2%
Mang neural tich chap | Thu nghiém 87.0% 93.6% | 782% | 86.8%
Mang neural tich chap | Xac thuc chéo 94.7% 50.9% | 81.9% | 59.9%

2.3.2. Dj do Loss va Accuracy

Bo6 dir liéu duoc chia thanh 2000 hinh
anh dé dao tao va 200 hinh anh dé thir
nghiém. Sb luong ky nguyén 1a 50. Chiing
t6i da sir dung 50 ky nguyén dé huan luyén
mo hinh. Hinh 4 cho thdy do chinh xac

cua thir nghiém va tén that trén mdi ky
nguyén. Ngudi ta nhan thiy rang d6 chinh
xdc ting 1én va ton that giam di. Puong
cong ROC [11] ciing duoc tao ra nhu thé
hién trong Hinh 5. Dién tich dudi duong
cong 1a 0,535.
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Hinh 4. Kiém tra dé chinh xdc va ham mdt mdt ctia mé hinh trén tdp hudn luyén (training set)
va trén tdp kiém thi (validation set)
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Hinh 5. Biéu d6 ROC curve cho thir nghiém

2.3.3. Mgt 6 két qua thue nghi¢m

Dé kiém tra d6 chinh x4c hé théng,
chung toi tién hanh thue nghiém h¢ théng
trén mot sd trudng hop: real time va sur
dyng hinh anh cua nguoi duge chup. Két
qua thuc nghiém dugc thé hién trong
Bang 2

Bing 2. Mt so két qud thwe nghiém

L1 L2

L3 L4

Két qua thyc nghiém ta thiy duoc, xét
4 truong hop trong 2 ngit canh, hé thong
dé xudt cho két qua kha thi trong viéc phat
hién khuon mit that va gia cu thé trudng

78

hop real-time hé théng cho két qua chinh
xdc trong viéc dua ra két qua tuy nhién
trong trudng hop gia mao hé thdng lai co
su sai 1éch khi c6 mot du doan cho két qua
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sai. Diéu nay cho théy do chinh xac cua hé
théng con han ché va can dugc cai thién dé
¢6 thé gop phan xay dung hé théng chéng
gia mao.

3.KET LUAN VA HUONG TUONG
LAI

Nhiéu hé théng bao mat di quan tim
dén tinh nang Phat hién sy song ciia khuén
mat dé ngadn chdn gia mao khuén mat.

ISSN 261 5-9945

2020. Tap huan luyén chtra 2000 hinh anh
duoc chia thanh 1000 hinh anh tryc tiép va
1000 hinh anh gia mao dé c¢6 dugc tap hop
cén bang va tap hop thir nghiém chira 200
hinh anh.

Nhiéu k¥ thuat méi du dinh s& dugc sir
dung trong cong viéc trong twong lai ching
han nhu mang ludi than kinh vién nang.
Cac mo6 hinh CNN khac nhu mo hinh duoc

dao tao trudc s€ duogc so sanh vdor CNN
thong thuong dé dat dugc hiéu suit cao
nhét. Mot loai gia mao khuén mat khac sé&
duoc sir dung nhu video st dung thudt toan
hoc sau dé phat hién gia mao khuén mat
trong cac video, chang han nhu RNN, mot
chu dé quan trong vé gia mao khuén mit.

Phuong phap CNN dugc dé& xuit da dat
duge do chinh x4c twong ddi chip nhan
duogc dbi véi thir nghiém 14 87% va dbi véi
xéc thuc chéo 13 94,7%. Hé thong bao gdm
hai giai doan la giai doan rut trich ddc trung
va giai doan phan loai. Tap dit liéu dugc s
dung 13 CelebA-Spoof xuat hién vao nim
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